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DETAILED ACTION 

Claim Rejections - 35 USC §102 

I. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

II. Claims 15-28 are rejected under 35 U.S.C. 102(e) as being fully anticipated by Talpade et 
al.,US Pub. No. 2004/0148520. 

As per claims 15, 21, and 25: 

Talpade et al. teach a system/method/computer readable recording medium for protecting 
a communication device against a denial-of-service attack, comprising: a monitoring device 
configured to be provided on a local area network to which the communication device that is a 
target of the denial-of-service attack is connected, the monitoring device monitoring a packet 
transmitted to the communication device via an internet-service-provider network (par. 17, lines 
1-19 and par. 20); and a restricting device configured to be provided on the internet-service- 
provider network, the restricting device restricting a packet to the local area network (par. 17, 
lines 23-37), wherein the monitoring device includes an attack detecting unit that detects an 
attack by the packet on the communication device (par. 17, lines 1-12), and a protection-request- 
information transmitting unit that transmits protection request information indicating a request 
for protection against the attack to the restricting device (par. 17, lines 10-19 and par. 22); and 
the restricting device includes a packet restricting unit that restricts a packet transmitted to the 



Application/Control Number: 10/579,891 Page 3 

Art Unit: 2437 

communication device via the internet-service-provider network based on the protection request 
information (par. 17, lines 23-37 and par. 24). 
As per claims 16, 22, and 26: 

Talpade et al. teach the system/method/computer readable recording medium according 
to claims 15,21, and 25. Furthermore, Talpade et al. teach wherein the monitoring device 
further includes a signature generating unit that generates a signature indicating a feature of a 
packet that attacks the communication device, the protection-request-information transmitting 
unit transmits the protection request information including the signature to the restricting device, 
and the packet restricting unit restricts a packet corresponding to the signature (par. 26). 
As per claims 17, 23, and 27: 

Talpade et al. teach the system/method/computer readable recording medium according 
to claims 16, 22, and 26. Furthermore, Talpade et al. teach wherein the restricting device further 
includes a signature determining unit that determines whether the protection request information 
including the signature is appropriate, and the packet restricting unit restricts a packet 
corresponding to a signature that is determined to be appropriate, and does not restrict a packet 
corresponding to a signature that is determined to be inappropriate (par. 20). 
As per claims 18, 24, and 28: 

Talpade et al. teach the system/method/computer readable recording medium according 
to claims 16, 22, and 26. Furthermore, Talpade et al. teach wherein the restricting device further 
includes a report generating unit that generates a report on a feature and an amount of a packet 
corresponding to the signature, and a report transmitting unit that transmits the report to the 
monitoring device (par. 20 and par. 22); the signature generating unit generates a new signature 
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based on the report, the protection-request-information transmitting unit transmits the protection 
request information including the new signature to the restricting device (par. 26), and the packet 
restricting unit restricts a packet corresponding to the new signature (par. 26 and par. 34). 
As per claim 19: 

Talpade et al. teach the system according to claim 18. Furthermore, Talpade et al. teach 
wherein the restricting device further includes a forwarding unit that forwards the protection 
request information to other restricting device provided on the internet-service-provider network 
(par. 27), and the forwarding unit determines whether to forward the protection request 
information based on the report generated by the report generating unit, and forwards the 
protection request information to the other restricting device upon determining that it is 
necessary to forward the protection request information (par. 34). 
As per claim 20: 

Talpade et al. teach the system according to claim 17. Furthermore, Talpade et al. teach 
wherein the restricting device further includes a determination-result transmitting unit that 
transmits a result of determination of the signature determining unit to the monitoring device, 
and when the result of determination indicates that the signature is inappropriate, the signature 
generating unit generates, based on the result of determination, a new signature indicating the 
feature of the packet that attacks the communication device (par. 34). 

^References Cited, Not Used 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 
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The above references have been cited because they are relevant due to the manner in which the 
invention has been claimed. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nadia Khoshnoodi whose telephone number is (571) 272-3825. 
The examiner can normally be reached on M-F: 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Nadia Khoshnoodi/ 
Examiner, Art Unit 2437 
3/24/2009 
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/Matthew B Smithers/ 

Primary Examiner, Art Unit 2437 



